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Introduction

The .print Client Gateway can greatly simplify the introduction of ThinPrint .print
because it can receive print jobs for an entire group of client machines and printers,
decompress and decrypt them, and then distribute them conventionally in a local net-
work — like a local print server. Then the .print Client is only necessary on the “local
print server” or .print Client Gateway for this remote LAN. Otherwise, the .print client
must be installed on each end device: rich clients, printers, thin clients, etc. This
could mean that with thin clients, for example, a BIOS update is necessary.

Even mixed environments pose no problem: The .print client is installed onto all
devices where simple installation is possible, and all others are served by a Client
gateway.

Any machine with .print Client installed can be used as a Client Gateway (e.g., a
Windows or a Linux workstation). Thin clients or external print servers with embed-
ded .print Clients can also be used. The following example helps you install a
ThinPrint Gateway TPG60/120 from SEH as a test scenario. Once you get a feel for
the functionality, you can install it according to your system's individual require-
ments.

An SEH TPG60/120 has an embedded .print Client. The TPG60 can address up
to six network printers (via TCP/IP) — the TPG120 twelve. See also www.seh.de.

With V-Layerl, printer drivers are not needed on either the terminal servers, the
virtual desktops or the client machines, only on a central print server (see lllus. 1).
To enable this, a ThinPrint Output Gateway is installed on both the terminal serv-
ers/virtual desktops and the print server. It appears to the operating system as a
printer driver but sends the print jobs “un-print-ready” (as RAW data).

The Output Gateway printers on the central print server are shared so that printer
connections can be established from the terminal servers (or virtual desktops) to
these shares. In this way, print data from applications on the terminal servers are
sent in EMF format to the print server. Once there, it is sent from the Output Gateway
printer to another printer for which the necessary (native) printer driver has been
installed. The print job is then completed (rendered) and the .print Engine com-
presses it, encrypts it (if specified), and sends it across controlled bandwidth to the
TPG60/120. The .print Client in the TPG60/120 then decompresses and decrypts
the print data and forwards it (conventionally) to the correct network printer.

1 Printer Virtualization Layer


http://www.seh.de/english/index.htm

/ Sample configuration

Sample configuration

By way of example, we will assume an environment with two Windows servers —
a terminal server and a central (dedicated) print server. The components necessary
for the example in lllus. 1 are:

[ At least one PC (as terminal client)

[ 1 ThinPrint Gateway TPG60 or TPG120

[ 2 network printers with their own network card
(without integrated .print Client)

M 1 terminal server? — .print AutoConnect and ThinPrint Output Gateway installed
(.print version 7.6)

[ 1 central print server — .print Engine installed (.print version 7.6)

Terminal server
.print AutoConnect
Qutput Gateway
192.168.128.29 Central print server
.print Engine
Output Gateway
192.168.128.61

SEH TPG60/120
.print Client
192.168.130.211

Laptop
.print Client

Thin client N
.print Client
Network printer
OKI C5510

192.168.130.123 Network printer

Lexmark T630
192.168.130.200

lllus. 1 Example configuration

Tips 1. .print Client Gateway (TPG60/120) receives print jobs exclusively via the pro-
tocol TCP/IP (not via ICA or RDP).

2. The following .print (demo) licenses are necessary for this sample configura-
tion:
= .print Server Engine + 1 Access license (server-based licensing) or
= .print Printserver Basic Pack + User licenses (user-based licensing)

All licenses are installed on the central print server.

3. This example illustrates TPG60/120 configuration without and with SSL/TSL
encryption. Other .print features are similarly described in the following manu-
als (Page 26):
= .print Application Server Engine
= .print Server Engine
= .print Connected Gateway

2 with or without Citrix XenServer/Presentation Server



Installation

Safety warning

All ThinPrint products are pure software solutions. For safety warnings for your hard-
ware, please consult the technical documentation provided by the respective manu-
facturer and supplier of each hardware device and component.

Also read the user manual for TPG60/120 from SEH in particular (Page 26).

Printer and SEH TPG60/120

— Connect the SEH TPG60/120 and the network cards of both network printers
to the network.

Client machine(s)

— Install a PC or thin client with RDP client (=RDC) or a Citrix ICA client in the
network (see Illus. 1).

Central print server

— Install the .print Engine onto a Windows server; see lllus. 1 and:
= the “.print Server Engine quick installation” manual or
= the chapter “Installing .print Engine (per central, dedicated print server)”
in the “.print Server Engine” manual; Page 26.

Terminal server

— Install .print AutoConnect and the ThinPrint Output Gateway printer driver
onto a Microsoft or Citrix terminal server; see Illus. 1 and:
= the “.print Server Engine quick installation” manual or
= the chapter “Installing AutoConnect, Virtual Channel Gateway, and Output
Gateway (per terminal server)” in the “.print Server Engine” manual; Page 26.
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Network
— Assign all devices IP addresses within the same subnet; in this example
(Mus. 1):
« for the TPG60/120 192.168.130.211

= for the Lexmark network printer 192.168.130.200
= for the OKI network printer 192.168.130.123
= for the terminal server 192.168.128.111
= for the central print server 192.168.128.47

Client Gateway SEH TPG60/120

Configuring IP address and network printers
IP address — If you do not know the IP address of the TPG60/120 or if it is not reachable,
install and start the SEH management tool, InterCon-NetTool® on the PC or ter-
minal server. Find the IP address of the TPG60/120 here (lllus. 2).

¥\ InterCon-NetTool - 1.8.26 =]
File Filker Actions Installation Search Extras Help

[RAZE @O [ SAC
| IP Address |Versi0n |Versi0n | Pririter | Port Status | Protocal |
g—;ﬁ 192168112180 101.2 oK IP

|1|T¢

lllus. 2  InterCon-NetTool by SEH: all SEH print servers are displayed

— Close the InterCon NetTool. Further configuration can be made with a web
browser (lllus. 3).
— Open the TPG60/120 web interface and click TCP/IP (lllus. 3).

3 Included in delivery of the TPG60/120



Configuration

il
File  Edt View Favorites Toolks Help | "
Address |:g"| hitpi//192, 168,112,180 =l G ‘Links »
General

. iHoma ~

o Ddanvals I N-I—E R CO N" Please choose your langnage

=E) Il ICH o EHEN ;|

Status = . 9,

+ General . .

o Job History SEH Computertechnik GmbH  Phone:  +49 (0)521 94226-29 Emailinfo@seh. de

Suedrmg.'l'l Fax +49 (01521 94225-99 Web: www.seh.de
Configuration 33647 Bielefeld, Germany
Support; +45 (0521 34226-44

+ General

« TCPTP Free Guarantee Extension: httpedfwrarwr. seh-technology. comiguarantes

: %ﬁf Support Contacts & hitpfwww. seh-technelogy. comfsupport

Information:

+ Protection

o ThinPrint® Sales Contacts & Information:  hitp//www seh-technolegy. comfsales

+ Ceriificates
Actions

o Restart 4 |

o Default SEmﬂgS - ® 3005 SEH Comptertechnik GmbH, Genmargy

o Download Area E Inenfon ATl tradeomarks, Tegistered trademarks, Iogos and product rames are property of their Tespective ovmers

lllus. 3  Configuring the TPG60 with web interface: select TCP/IP

— Enter the desired IP address and disable DHCP (lllus. 4, right). Click SAVE. The

TPG60/120 will automatically restart.

2} TPG Homepage - Microsoft Internet Explarer ol x|
File Edt YView Favorites JTooks Help | i
Address |£j htbp: 192, 168, 112, 180jindex_sn.html | Go ‘Llnks @
Configuration TCPIP
S E H TPG 192.168.112.180
General
IP address 192.168.130.211 (assigned via HHTTE)
o Home Subnet mask. [255.255.262.000
+ Ddanuals
Gateway 192.168.130.262
Status Host name [icosrFaEs
o Ceneral Location |
» Job History Contact person I
Configuration DHCF IS
BOCTP v
o General
o« TCBP ARPPING 2
« DS ZeroConf 2
» Time Bonjour V¥
o Protection X
o ThinPrint® Idulticast router as gateway W
. Certiﬁcatesk
N\
Actions . Cancel Reload Page
+ Restart =
o Default Settings | ® 3005 SEH Compuanecuds GubH, Gamsry
» Download Area LI burerCen Al tradmarke, e gistared trademmarks, 1ogos 4nd Droduct names 4re Eroparty af thelr Tespective o

lllus. 4  Web interface InterCon-NetTool: changing the IP address of the TPG60

Network printer — Select THINPRINT (lllus. 4, left).
— Set up your network printers as described on Page 7 and confirm by clicking

SAVE (Illus. 5, left). The TPG60/120 will automatically restart.



Configuration

1=k
File  Edt View Favorites Toolks Help | "
Address Isw hitpi//192. 168,130,211 =l G ‘Links »
il ThinPrint® port [4000 Bandwidth [ 2000 [bitis] =l
S E H m Printer Class Remote address Port
General 1 [Lexmark T&30 [ [132 168130200 [3100 +—
2 [okics510 192.168.130.123 9100 h
+ Home I I I I
o MManuals 3 I I I ID
4 0
Status I I I |
5 I I b
+ General
N 6
o Job History I I I ID
(*) Status page printer
Configuration
0 @l Connection Service
« TCPIP Connection Server  |192.188.111.004 Dort [4001
« DNS
o Time
+ Protection Client ID 1 Keep alive 50 [5]
.
A Authentication key |1 Connection retry 120 [=]
Actions \ e
N _ Reload Page |
Save Cancel Reload Page =
o Eestart d =

+ Default Settings
o Download Area

INTERCoN

AN trademinks, registered trademarks, logns s prochuct names are property of their Tespective ovmers

© 2005 SEH Computertechds GrabH, Gemmmany

lllus. 5  Set up both network printers and click SAvE

Installing an SSL/TLS certificate

Requesting a
certificate

— If you want to print with encryption, then select CERTIFICATES in the main win-

dow now (lllus. 5, left).

— Delete an existing certificate by clicking DELETE CERTIFICATE (BASE64) if applica-

ble.
— Select TPG CeRTIFICATE (lllus. 6).

fle Edt Wew Favortes Tools Help

3 TPG Homepage - Microsoft Internet Explorer

ol
| &

Address [se hrtpify192.160,130.211

EEEREEE

Configuration
TPG 192.168.130.211

SEH

Certificate

General

» TPG certificate )

» Home o &

+ DManuals
Save | Cancel

Status

» General
+ Job History

Configuration

» General
+ TCPIP
« DIS

+ Time

» Protection

o Certificates )
Actions
+ Restart

o Default Settings 1.
+ Dowload Arsa o

AN trademinks, registered trademarks, logns s prochuct names are property of their Tespective ovmers

Reload Page

© 2005 SEH Computertechds GrabH, Gemmmany

lllus. 6 TPG60 web page: select TPG CERTIFICATE



Configuration

— Fill in at least the mandatory fields, which are marked with an asterisk (*). You
can also specify here how long the client certificate is to be valid. Next, click
CREATE CERTIFICATE REQUEST (lllus. 7).

il
Fle Edt View Favortes Tooks Help | I
Address |ng http:ff192.168.130.211) =l G ‘Links »

Configuration Certificates
S E H TPG 192.168.130.211
General
Common name IThimF‘r\m demo client certificate =2
+ Home E-mail address |
o Nanuals
Organization narme [ThinPrint GmbH *
Status Orgamzational unt |
+ General Locality name [Berlin *
» Tob History State name I
Configuration Country name de| *
o @) leandion d d (5yyy-mm-dd)
« TCPIP Ezpires on d d (yyy-mm-dd)
+ DINS
o Time
+ Protection
o ThinPrint® Create self-signed certificate J Create certificate request | Camﬂ
+ Certificates —
Actions
» Restart
+ Default Settings i ® 2005 SEH Carprtertecdud GrabH, Gemary
o Download Area | Al tradenaks , Tegistared trademarks , logos 4nd Product names Are FTopArty of thel Terpective owmers.
lllus. 7 TPG60 web page: CREATE CERTIFICATE REQUEST

You will receive a message stating that the request is in progress. After a short
time, the window in Illus. 8 appears with the successful certificate request.
Here, you can see the private key of the client certificate, with which the certif-
icate request will be made for the certificate server.

— Copy the key (circled) and paste it into a text file.

3 TPG Homepage - Microsoft Internet Explorer ol x|
Fle Edt Wew Favortes Tooks Help | o
Address |sm http:ij192.168.130.211] | Go ‘Llnks @

~| Configuration Certificates =
S E I I TPG 192.168.130.211
The certificate request has heen created successfully
Dlaewe st Copy and paste and save the Teqursbkanatext file
General
————— BEGIN CERTIFICATE REQUEST-————
« Home HIIE0zCCAQWCAQAWYZELHAKGALUEBhNC ZGUxD z ANEGNVE A TEK] Lemxph  EXHEUG
« Marmals A1UEChHOVGhph 1EyaWS0IEdt YkgxK] AoEgNVEANTIVRoaWsQen ludCEkEW1vIGNS
aWvudCE] ZXJ0aWZpY2 FOZTCEnz ANEgkohkiGOw0EAQEF AAOE ] QAWgYRCGYEAVRhe
Statu Q6nSG+3citlinllCese 764yZUsIvecpKP+VyS7pXxvakikdbPoyDZIMD/ xiuddE
ALUY Yi+SUpHOp Lmt zJ5950mPUVYE+vphizqZI0Rt xk9 lddSct yuSaMOHONT 7 Tr T/ uViH
2 1dy2 kSrHYPLShu70ISWeF2 M3 BEAIVYUZ zpudskCAVEALaAHADGCSqGS Ih3 DOEE
« General BAUAL4GEALXzHnRsdGDFONNEGKCE6C0 IdsEhe K64W 60 pHTzHakpDAHGGIQ] THEUQ
« Tob History NRtKEBOLuo9js1¥vluayNDsad6W0z93 1+KiHTSTOUh3 DyPOSEANRATJLXRHEnIck
00wOzJIrgqidr WSkt Zs9K0I+dOLSocWKeFet ROeNt I 1yEdUxKa/ w7
o M S END CERTIFICATE REQUEST-————
Configuration
» General
+ TCP/IP Issued to
» DIN3 Common name ThinPrint demo client certificate oo
s Tme E-mail address
» Protection
+ ThinPrint® Organization natne ThinPrint GmbH
o Certificates Organizational unit
. Locality name Berlin
Actions
State name
+ Restart Countrv name de =l
» Default Settings | R © 3005 SEH Comprtsrteckuis GesbH, Genmary
+ Download Area LI Inrenfon AL trademarks , Tegistered trademarks, logos and product names are property of their Tespective owrers
lllus. 8 TPG60 web page: successful certificate request



Configuration

— Save the text file (e.g., an .rtf file) on any computer. From there, open the web
page of the certificate server, for example, HTTP://192.168.128.51/CERTSRV. If
you do not have a certificate server, then first read the “Creating SSL certificates
for printing with .print” white paper (Page 26).

4 Microsoft Certificate Services - Microsoft Internet Explorer: =10f |
File Edit View Favorites Tools Help ‘ 'l.;'
Address [&] hep://192. 168, 128,51 fcertsry] = Go ‘ Lirks >

Microsoft Cettific - ThinPrint demo CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or ather pragram. By
using a certificate, you can verify your identity to people you communicate with over the VWeb, sign

and encrypt messages, and, depending upon the type of certificate you request, perform other
security tasks.

You can also use this Web site to download a certificate authonty (CA) certificate, certificate chain,
or certificate revacation list (CRL), or to view the status of a pending request.

Far more information about Cerificate Services, see Certificate Services Documentation

Select a task:

e I RIS 5 corlificate

View the status of g pending certificate request
Download a CA cerificate, certificate chain, or CRL

lllus. 9  Website Certificate Services: Request a certificate

— Once the website is open, request the client certificate by selecting REQUEST A
CERTIFICATE (lllus. 9)%.

3 Microsoft Certificate Services - Microsoft Internet Explorer =10l x|
File Edit View Favorites Tools Help ‘ l.,'
- »
Address I@‘l http: /192, 165,128.51 fcertsrv/certrqus.asp j Go ‘ Links
-

Microsoft Certific

Request a Certificate

Selectthe certificate type:
Web Browser Cerfificate
E-Mail Protection Certificate

Or, submit an advanced certificate request 4—

lllus. 10 Certificates server website: submit an advanced certificate request

A window opens like the one shown in Illus. 10. Click ADVANCED CERTIFICATE
REQUEST.

4 If the specified link is inactive, change the security settings in your browser (enable scripting,
save web page as a trusted site).
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3 Microsoft Certificate Services - Microsoft Internet Explorer

=101 x|

File Edit View Favorites Tools Help ‘ l.f
- »

Address I@‘l http: /192, 165,128,51/certsrv/certrgad, asp j GD ‘L“"'G
-

Microsoft Certificate - ThinPrint demo CA

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following
options to:

Create and submit a request to this CA

’ Submit a certificate request by using a base-64-encoded CWC or PRCS #10 file, or submit &

renewal request by using a base-G4-encoded PKCS #7 file.

lllus. 11 Certificate server web page: submitting a Base64 certificate request

— For the TPG60/120 client certificate, you require a certificate that is coded with
Base64. Therefore, select the lower link, as in Illus. 11. A window opens, in
which you can enter your saved request (lllus. 12).

) Microsoft Certificate Services - Microsoft Internet Explorer

(ol x|

Eile Edit Vew Favorites Tools Help ‘l.;'

Address [{&] hitp:[192.188.128 51 feertsry/certrapt.asp = ‘Links =
—

Microsoft Certific - CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate

request or PKCS #7 renewal request generated by an external source (such as a Web server) in
the Saved Reguest box

—_—

MIIBozCCAQuCAQLw Y zELMAKGAIUEEhNC ZGUXD z A

rtificate request |[A1UEChMOVGhph 1ByaWS0IEdt YkgxEJ AoBgNVE ANT

MC or AMUuACE] ZXI0aNZp T2FOZTCEnz ANEgkeghlki GIunE

CS#10 or DENSGHIcltlinllCe52 764y ZUsIvecpEP+TyS X

#7) Y1+SUp1{Oplmt,stQSDmPUVyf+vph1quQQRt,ku_lILI
| 3

Additional Attributes:

Attributes: x
|4l 3

lllus. 12 Certificate server web page: entering a Base64 certificate request

— Inthe top text field (Illus. 12, circled area), either with copy&paste or by upload
with the link below the text field, enter the contents of your text file (e.qg., .rtf
file). Then click SumiIT.

You will receive the message that the certificate has been requested (Illus. 13).
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issuing the client
certificate
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3 Microsoft Certificate Services - Microsoft Internet Explorer

=101 x|

File Edit View Favorites Tools Help ‘ l.;'
Address [{&] hitpiy(192.168.128 51 feertsrv/certfnsh.asp B [k »
-

Microsoft Cettifica - ThinPrint demo CA

Certificate Pending

Your certificate request has been received. However, you must wait for an administrator to issue the
certificate you requested.

Your Request Idis 4

Please return to this web site in a day or twio to retrieve your certificate.

Note: ¥ou must return with this web browser within 10 days to retrieve your certificate

1< |

Illus. 13 Certification server website: certificate successfully requested

You will receive a message confirming that the certificate request was successful
(IMus. 13). You do not have to wait two days; you only have to wait until the certifi-

cation server administrator has issued the certificates (as described in the next para-
graph).

As administrator, you can see on the server which client machines have requested a
certificate. You have the choice of issuing or denying the requested certificates. To
do so, go to the CONTROL PANEL under ADMINISTRATIVE TOOLS to the CERTIFICATION

AuTHORITY folder. Under PENDING REQUESTS, you will find the certificate requests
(Mus. 14).

{5 Certification Authority

=10l x|
Jﬁctlon iew |J¢.-.||||§ |
Tree | Request Submiss
Certification Authority (Local)
E@ ThinPrink

Revoked Certificates
Issued Certificates
a Pending Requests
CI Failed Requests

Refresh

Help

|Force the policy module to reevaluate this request | ‘

Illus. 14 Server certification authority: issuing requested certificates
from the PENDING REQUESTS folder

— Choose the certificate and right click to select ALL TASKS— ISSUE (Illus. 14). You
have now created the client certificate and signed it with the server’s root cer-

tificate. The client certificate disappears from the PENDING REQUESTS folder and
is now found under ISSUED CERTIFICATES (lllus. 15).
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{2 certification Authority

| aton wew || & 5 | B BB @ |

Tree I

Request ID Requester Mame

Binary Certificate Serial Mumber

Certification Authority (Local)
E@ ThinPrink
i[1]) Revoked Certificates
425] Issued CertFicates
2 Pending Requests
[ Failed Requests

lllus. 15 Server certification authority: issued certificate
in ISSUED CERTIFICATES folder

Importing and  From the client machine, you can now get the certificate issued by the root certifica-

installing  tion authority from the certification server’s website:
a client certificate

for the TPG60/120 — Open the same browser with which you submitted the certificate request

(MMus. 9) and enter the server website again (example:
HTTP://192.168.128.51/CERTSRV).

) Microsoft Certificate Services - Microsoft Internet Explorer

-|8] x|

Eile Edit Vew Favorites Tools Help |:,'
Address [{&] hitp:[192.188.128.51 feertsry] | B s |Lmks D
-

Microsoft Certifica - ThinPrint dema CA

Welcome

Use this Weh site to request a certificate for your Web browser, e-mail client, or ather program By
using a cerificate, you can verify your identity to people you communicate with over the VWeb, sign

and encrypt messages, and, depending upon the type of certificate you request, perform other
security tasks

You can also use this Web site to download a certificate authority (CA) cerificate, certificats chain,
or certificate revocation list (CRL}, or to view the status of a pending request.

For more information about Certificate Services, see Certificate Services Documentation.

Select atask:
Request a certificate
View the status of a pending certificate request
Dawnload a CA certificate, certificate chain, or CRL

lllus. 16 Certification server website: selecting an issued certificate

— This time, select: VIEW THE STATUS OF A PENDING CERTIFICATE REQUEST on the
website (Illus. 16).

a Microsoft Certificate Services - Microsoft Internet Explorer

(=] 3]
File Edit View Favorites Tools Help | -:,'
Address I@‘l http:jf192.168.128,51 feertsrv/certckpn. asp j Go |Lmks >
Microsoft Ce - ThinPrint demo CA

View the Status of a Pending Certificate Request

Select the certificate request you want ta view
Client Authentication Certificate (Friday July 01 2005 12:51:12 PM) 4_

lllus. 17 Certification server website: selecting an issued certificate
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— You will be given a list of certificates that have been issued by the server
(IMus. 17). Select your certificate.

B Microsoft Certificate Services - Microsoft Internet Explorer 131
File Edit View Favorites Tools Help ‘ ",'

Address IEhttp:,iflgz.168.128‘51p’certsrvfcertfnsh.asp ﬂ Go ‘ Lirks >

Microsoft Cettifica - ThinPrint dermo CA

Certificate Issued

The certificate you requested was issued to you

\l ¢ DER encoded €ér @ Base 64 encoded )

Download cerfificate
Download certificate chain

L« |

lllus. 18 Certification server website: install issued certificate

— You will receive a message confirming that the certificate was issued. Select the
BASE 64 ENCODED option (Illus. 18) and then click DOWNLOAD CERTIFICATE.

— You may receive a security warning asking if you really want to download the
file. Check the information and click SAve to download the client certificate.
Select a place where the certificate is to be saved in .cer format; e.g., on the
desktop (Illus. 19).

Saveas 21
Save in I@Desklop j @ ? 2 '

@My Documents
:e My Computer
‘:} My Metwork Places

File name: Th\ﬂF'Hﬂ' demo client cerificate. cer j w
Save as type! [ Secuity Certilicate =l Cancel |

lllus. 19 Downloading the certificate (.cer file): save file locally

— Open the TPG60/120 web page again and select the .cer certificate that you
just saved (Illus. 19) at CERTIFICATE FILE (top arrow in Illus. 20).
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MIIBozCCAQuCAQLw Y zELMAKGAIUEEhNC ZGUXD z ANBgNVEA: TERJ Lomx plo  EXMETUG
S E H ALUEChMOVGhph IEyaWS0IEdt Yhgx K AoBgNVEANTIVR0aWS0emludCERZW1vIGHS
alfvudCE] ZXI0alZp ¥2FOZTCEnz ANEgkehlki GO u0E AOEF LAOE J QAW VY RCGYEAVRhe
0ENSGHIcltlinllCe52 764y ZUsIvecpEP+TyS 7pXuraRidkdbh PoyD Z3 D/ xuddE
Ti+3UpHMOplmt eJs350wP Wy E+vphiagZ90Roxk9 1ddSct yw3aMOHOmMT 7 Te T/ uWHM

General 21dy2kSrHYPLEhUTOISWeF 2 M3 BEATVYUZ 2pusdskC AVE LGB ANADGCSGS Th3DQER
BAULL4GBALEzHnRsdGDFONNBgECE S0 IdsBh2 K64 W60 pWTzHokpD AHGGIQT THEUQ
» Home NRtELfEQLu0Sjs1YwLwafNDsaQ6Wlz93 1+KiHTSToUhS DyPOSEANRATI XRHZndck
» MWanuals 00wozJrgidEWSkt 239K0 I+d01 Soc e FetROeNt 1 yBdUx Ka/ ull?
————— END CERTIFICATE REQUEST-----
Status
« General Issued to
» Job History Commen name ThinPrint deme client certificate
. E-mail address
Configuration
Organization name ThinPrint GmbH
* General Organizational unit
« TCPIP Locality name Berlin
« DNE 3
« Time tate name
« Frotection Country name de
o ThinPrint®
» Certificates Delete cedificate{Base B4) |
Actions
. L
Certificate file IC ‘Documents and SettingsthhtDesktoptThinPr - Browse
o Hestart —

» Default Settings
+ Download Area

Load certificate | Cancel |

€ 2005 SEH Cor

INTERCON
= ATl tradermitks, Tegistered trademarks , 1ogos and product nvames are pro)

Illus. 20 TPG60 web page: importing the certificate

— Once you have entered the path to the certificate (lllus. 20), click LOAD CERTIF-
ICATE. You will receive a message confirming that the client certificate has been
successfully installed (Illus. 21).

Configuration
S E H TP 192.168.130.211
The certificate has been installed successfully
G al
ener Issued to
« Home Common name ThinPrint deme client certificate
¢ Manuals E-mail address
Status Organization name ThinPrint GmbI
Crganizational unit
* General Locality name EBerlin
+ Job History State name
Configuration Country name de
* General Issued by
« TCPIP Common name  ThinPrint demo CA
s DN3
o T E-mail address
« Frotection Organization name
« ThnPrnt® Crganizational unit
+ Certificates
Locality name
Actions State name
Country name ThinPrint deme 4
o Hestart
+ Default Settings RsE
+ Download Area Validity
TIssued on 2005-11-25
Ezxpires on 2006-11-25

€ 2005 SEH Cor

INTERCON
= ATl tradermitks, Tegistered trademarks , 1ogos and product nvames are pro)

lllus. 21 TPG60 web page: certificate successfully installed

— To end the configuration, simply close your web browser.
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Central print server

Creating printers and configuring V-Layer
— Create the relevant printers (printer objects) on the print server for both of the
network printers connected to the TPG60/120°. When doing so, install the
printer drivers, too. Connect both printers with a ThinPrint port. In Port Man-
ager (lllus. 26), select TCP/IP as port type (the protocol) and specify the name
convention for the printer name syntax.

— Next, rename the printers in the following format:

printer name#ip address:printer_id

Or:
ip address:printer id#fprinter name

The following name convention is used below:

printer name#ip address:printer_id

The IP address is the .print Client Gateway’s (TPG60/120), and the printer ID

can be seen in lllus. 5. In our example, this creates the two printers connected

to the TPG60/120 (lllus. 22):

Lexmark T630#192.168.130.211:1
OKI C5510#192.168.130.211:2

. Printers and Faxes — 3l x|
Fle Edit Wiew Fawaorites Tools Help | ;',' |
MNarne  ~ | Docurnents | Stakus | Cornments | Locakion | Mode! |
L= iadd printer |
-,;fLexmark TE30#192.1658.130.211:1 0 Ready Lezmark Ta30
-éOKI CE510#192,1658.130.211:2 ] Ready OKICES10

lllus. 22 Printers and Faxes folder on the central print server

(The printer name before the # is unimportant for addressing print data; it only
serves to distinguish the printers.)

— Create for each of these printers a second printer, namely an Output Gateway
printer, which can be connected to any port, and share it (Illus. 23). See also
the .print Server Engine manual.

32 bit — Open the command prompt and change to the following directory on 32-bit sys-
tems:
%windir%\system32\spool\drivers\w32x86\3
x64 — ... 0ron x64 systems:
%windir%\system32\spool\drivers\x64\3

5 You can automate this process with .print AutoConnect (Page 23
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— Assign a suitable target printer to each Output Gateway printer. This is done
each time with the following command (case sensitive!):
Rundll32 TPPrnUI.dll, TPSetOption RUNDLL
“source printer” DFNP “target printer”
Here, the Output Gateway printer is entered as each source_printer and one
with native printer driver as target_printer. Example (Illus. 23 and 24):
Rundl132 TPPrnUI.dll, TPSetOption RUNDLL “Lexmark
T630 (TPOG)” DFNP “Lexmark T630#192.168.130.211:1"

=i

File  Edit  Wiew Faworites Tools  Help | ff |
Mame =~ | Documents | Status | Comments | Location | Todel |
J.E’E‘.’.—'.‘.EE!!?F?E..

(e Lexcmark T30 (TPOG) i} Ready TP Dubput Gateway
-,s:gLexmark TE30#192,168,130.211:1 0 Ready Lexmark TE30

(a2 OKI C5510 {TPOG) i} Ready TP Dubput Gateway
-éOKI C5510#192,168,130,211:2 o Ready OkI CE510

Illus. 23 Native and Output Gateway printers on a central print server

¢+ Command Prompt Ol x|

SSWINDOUS s ystem32hspoolsdrivers wi2x8653 >Rund1132 TPPPnUI dll. TPSetOptlon_RUNj
LL "OKI C551@ (TPOG>" DFNF "OKI C551@8#192_168.138.211:2"

SSWINDOWS s ystem32hspooladrivers wI2x8653>Rund1132 TPPrnlI.d1l. TPSetOption_RUN
LL "Lexmark T63@ (TPOG>" DFNP "Lexmark T63B#192.168.138.211:1"

SWINDOWS s ystem32hspoolndrivers \w32xB6N\3>net stop spooler
he Print Spooler service is stopping.
he Print Spooler service was stopped successfully.

SSWINDOWSSsystem325spoolsdriverssw3i2x8653 > net start spooler
he Print Spooler service iz starting.
he Print Spooler service was started successfully.

SNUWINDOWS zystem32hespoolsdrivers w32 xB653 >

Illus. 24 Assign native printers to the Output Gateway printers
(example for 32-bit Windows)

Tipp! If you want to print without V-Layer, you can leave out installing the
Output Gateway printers on the central print server (Lexmark T630 (TPOG)
and OKI C5510 (TPOG)) and simply share the native printers on the print ser-
ver (Lexmark T630#192.168.130.211:1 and

OKI C5510#192.168.130.211:2).

Adding and configuring ThinPrint ports for encryption
1. Start ThinPrint Port Manager using the program group .PRINT ENGINE in START
menu (lllus. 25).
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w2 windows Catalog
‘“ Windows Update

fE programs <|°|3 AutoConneck

L_b Documents 3 @ ACcessaries 3 @ License Manager
[}' Settings ] Administrative Tools ¥ @ Part: Manager 4
,J Search 3 @ Micrasoft Office 3 ?(E Setup

@) Help and Support: OpenOffice.org 1.1.4 ¢

= Run... @ Skartup 3

7l Adobe Reader 7.0

= Remote Assistance

@ shut Down, ..

lEX)

lllus. 25 Starting configuration of ThinPrint Ports

2. To print both with and without encryption, add a new ThinPrint port by clicking
the relevant icon (lllus. 26).

Port Manager Ol x|

Eile Help

e 1

[_1 Consale Rook Pork Mame | Bandwidth | Protocol | Printer |

& Bl system [EIThinPort: 256000 TCP(IP  OKICS510#192.168.130.211:2, Lewmark T630#192,168.130.211:1
=Bl ThinPrink (LOCALHOST)

E . print Engine
Licenses

Cﬁ, .print Client

lllus. 26 Port configuration:Adding ThinPrint Port for encryption

3. Enter a suitable port name (lllus. 27).

Newport x|

Enter port name:

ISSL: 4
Ok I Lancel |

lllus. 27 Adding a new ThinPrint port

4. Double click the new entry in the Port Manager. The menu in lllus. 28 appears.

5. Select Use ENCRYPTION and confirm with OK.

6. Open the Printers and Faxes folder and in the properties of the OKI printer,
select the new “SSL:” ThinPrint port as port.

7. Return to the Port Manager and refresh the view with the F5 key (Illus. 29).
The OKI printer is now connected to the ThinPrint port that sends SSL/TSL-
encrypted print data.
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i

Propetties of S5L: on server-02 2=l

Canfigure |Advanced| Job statisticsl
Bandwidth control

Part name ¥ Enable
S5l Bandwidth [bit/s) | 256000
mity max
p;encryptlon _I\
\ — LPL configuration
& TEPAP [sockets) TCPpot | 4000 | Prinierdueus
 Vitual-Channel-Brotocal (IC4 or RDP)
' Use Yirtual Channel Gateway LD dECampression ey
o LPD IT
¥ | Mo data compression

™ Mirimum print data volume

lllus. 28 Enabling SSL encryption

Eile Help

hSE-

D Zonsale Root Part Marne | Bandwidth | Protocal | Printer

El"ﬂ;ﬁ System = ThinPart: 256000 TCP{IP  Lexmark TE30#192.168,130.211:1

&R} ThinPrink (LOCALHOST) | 1o, 256000 TCRJIP  OKICSS10#152.166.130,211:2
ﬁ .prink Engine
Licenses

Cb .print Client

{uly AutoConnect

Illus. 29 New ThinPrint port with “reconnected” printer

Installing SSL/TLS certificates

1. Import two SSL certificates to the Windows certificate store:
= A server certificate
= A root certificate
Proceed as described in the chapter on “SSL encryption” in the “.print Server
Engine” manual (Page 26). The certificates must come from the same certifi-
cate server as that imported in the TPG60/120 (Page 9).

2. To determine which of the installed certificates is used by .print Engine, open
the Port Manager again (Page 18) and select ALL TASKS— ENCRYPTION SETTINGS
from the .print Engine context menu (Illus. 30).

3. Enter the names of the server and root certificates (lllus. 31) and confirm
with OK.
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iy AutoConnecl

Faste from Clipboard  {(Strl+4y

£% Port Manager =lol x|
File Help
D Console Root Port Mame | Bandwidth | Protocal | Printer |
=i System [EIThirPort: 256000 TCP{IP  Lexmark T630#192,168.130.211:1
=) @ ThinPrink (LOCALHOST) oy oq . 256000 TCRJIP  OKICSS10#192.168.130.211:2
Jprint Client Mew Part 3

Mew Part 3
K Import/Export 3
Wiew 3 ) .
Encryplion Settings. ..
Refresh Tracking Settings...
Export List. .. Refresh
Restart Spooler
Help —

lllus. 30 Port Manager: select encryption settings

Encryption settings

Encryption certificates:

|

Server certificate [personal)

IThinF'rint demo server certificate

Boat certificate
| ThirPrint demo Ca

Cancel

lllus. 31 Port Manager:
enter the names of the certificates

Terminal server

Configuring .print AutoConnect
The following settings must be made so that AutoConnect can create the necessary
printers in the terminal sessions:

1. Start AutoConnect configuration. You can use the program group .PRINT ENGINE
in START menu (lllus. 32).

&5 Windows Catalog
‘0 ‘windows Update

1
i pri cogne 5 autaconmec:

L.E) Documents

G> Settings

,J Search

@) Help and Support:
= Run...

@ shut Down, ..

» Accessories

r Administrative Tools

» Microsoft Office
Openoffice.org 1.1.4
Skartup
A Adobe Reader 7.0

Remote Assistance

» @ License Manager
(3 % Port: Manager

» ?(E Setup

3

13

lllus. 32 Starting configuration of AutoConnect

2. Enter all shares under MAP ADDITIONAL PRINTERS on the central print server
(Mlus. 23). Use the AbD button each time. When finished, confirm by clicking
APPLY (Illus. 33).



ThinPrint w

Configuration ° prl n

Propertiesl Mame Translationl Modes Map Additional Printers

IP Range Client Mame | Target

* * ‘iprintserver\ T&30

* * ‘iprintserveriC5510

— bodify list

<[>

> Add | Delete

_-> Apply |

lllus. 33 AutoConnect configuration: adding print server shares for connection

Test print

Now test your .print Client Gateway installation. Print from within a session on the
terminal server to each of the printers created by .print AutoConnect, Lexmark T630
and OKI C5510 (lllus. 34). Note that print data is sent to the Lexmark T630 with-
out encryption but to the OKI C5510 with encryption.

% Printers and Faxes [_ O]
File  Edit ‘iew Faworibes  Tools  Help | :ﬂ’
Mame = | Documents | Skatus | Comments | Location | TModel |
.ﬂ.dd Prinker
%Lexmark Ta30 {TPOE) on printserver 0 Ready TP Dubput Gateway
&OKI 5510 (TPOGE) on prinkserver a Ready TP Qutput Gateway

lllus. 34 Printers created in the terminal session by AutoConnect

How does print data find its way to the correct printer?

All print jobs are first sent “Driver Free” from the terminal server to the print server —
without bandwidth control, compression, or encryption. The print server renders the
print data using the native printer driver and sends it in print format (RAW), com-
pressed, encrypted if specified, and across controlled bandwidth to the TPG60/120
— the .print Client Gateway (IP address: 192.168.130.211).
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After decompressing and decrypting it if necessary, the TPG60/120 forwards print
data to the printer. Which printer receives what print job is decided by the printer ID
(see lllus. 5 and 22):

. Printer ID in the  Name of the native printer
Printer

TPG60/120 on the server
Lexmark T630 1 Lexmark T630#192.168.130.211:1
OKI C5510 2 OKI C5510#192.168.130.211:2

Print data with the ID 1 is for Lexmark T630 and is sent from the central print
server to the TPG60/120 without encryption because its server-side printer
(Lexmark T630#192.168.130.211:1) is connected to the “ThinPort”

(Nlus. 29).

Print data with the ID 2 is for OKI C5510 and is sent from the central print
server to the TPG60/120 with encryption because the server-side printer (OKI
C5510#192.168.130.211:2) is connected to the “SSL” port (lllus. 29).

Done!

Next step? Try renaming the printers on the central print server by replacing the

IP address with the TPG60/120’s host name (see also lllus. 3, Page 8). First,
though, you must delete the assignments for V-Layer (lllus. 24) and specify new ones
after renaming (Page 17). Use the following command prompt command to delete
assignments:

Rundll32 TPPrnUI.dll, TPSetOption RUNDLL
“source printer” DFNP “”

Example:
Rundll32 TPPrnUI.dll, TPSetOption RUNDLL
“Lexmark T630 (TPOG)” DFNP “”

print AutoConnect

The section on “Creating printers and configuring V-Layer” (Page 17) describes how
you can manually create printers that print from a print server to the TPG60/120
with ThinPrint .print. The process of creating printers on a print server can be auto-
mated with .print AutoConnect. The following requirements must be met to do so:

Installation of .print AutoConnect on the central print server

and setup of the name translation table

Creation of printer templates on the central print server — at least one for each
printer driver
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In addition, you can further simplify the AutoConnect setup by specifying a class
name per printer in the ThinPrint configuration for the TPG60/120 (lllus. 35).

Configuration ThinPrint®
S E H TPG 192.168.130.207
General
ThinPrint® port I4UUU Bandwidth [T 2000 [bitfz]
+ Home
» Manual
anmas D Printer Class Remote address Port
Status 1 [Lexmark TB30 | [192.168.4130.200  [9100 *
o General 2 [oKicasi0 | [182.166.130.123  [9100
e Job History 3 [ [ [arao
Configuration 4| | | [a100
5 | | | g
+ General
« TCRIP 6 | | [ 3100
. D_NS (*) Status page printer
+ Time
« Protection
» ThinPrint® Connection Service W
+ Certificates
Connection Server  |192.168.4.84 Port IAI][H
Actions
o Restart Clent ID 4711 Eeep alive IEU [5]
» Default Settings Authentication key  [9915 Connection retry |3DD [=]
+ Download Area
Cancel | Reload Page
—— © 2003 SEH Computentechmik GenbH, Genmary
D ALl mudemmrks, registered trademmarks, logos 20 PTOGUCT Basties 4Te [UPeIty of thell Tespective ovners.

lllus. 35 Assign class names

More information about AutoConnect can be found in the white paper, “.print Auto-
Connect and .print Virtual Channel Gateway” as well as in the “.print Application
Server Engine” manuals (Page 26).

print Connected Gateway

Unlike the usual direction of communication, the Connected Gateway also allows
connections from a remote location to the central server and therefore enables the
TPG60/120 to be addressed via TCP/IP, even in masked networks®. The .print Con-
nected Gateway also stabilizes the transmission of print data, even during connection
breaks of up to 90 seconds”’. It is a separate product; on the server, it includes the
.print Connection Service. On the client side, a .print Client version 6.2 or later is
assumed, such as is integrated in the TPG60/120.

In the ThinPrint configuration of the TPG60/120, you must select CONNECTION
SERVICE from the menu (lllus. 36).

6 = Networks with Network Address Translation (NAT), which is mainly supported by routers
7 To bridge longer connection breaks, it is recommended to use the additional product, .print
Queue Manager.
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SEH

General

+ Home
+ Nfanuals

Status

* General
+ Job History

Configuration

General
TCPIP
DS

Time
Protection
ThinPrint®
Certificates

Actions

o Hestart
» Default Settings
+ Download Area

Configuration ThinPrint®
TPG 192.168.130.207

ThinPrint® port [9000 Bandwidth [T [2000 [bitfs]
jib) Printer Class Remote address Port

1 [Lexmark TE30 | [152.168.4130200 o100 *
2 [okicss10 | [152.168.130.123 o100

3 | [ [a100

4 | [ [a100

5 | [ [a100

6 | | [ [a100

{*) Status page printer

Connection Service ¥

Connection Server  |192.168.4.64 Port I4DD1

Client TD 4711 Eeep alive IEU [s]
Authertication key 1815 Clommection retry IEDEI [s]
Cancel | Reload Page

@ 2005 SEH Cooputertertudk thebH, Genmany
All trademarks, registered trademarks , logos and product names e property of their Tespertive ovm.

Illus. 36 Configuring Connection Service

Illus. 36 shows the client-side configuration of the Connection Service. The service
must be enabled here (arrow). Furthermore, the following input is required:

Connection Server

Port
Client ID
Keep alive

Authentication key

Connection retry

IP address of the server on which the .print Con-
nection Service is running

TCP port for communication with the .print Con-
nection Service (default: 4001)

Client 1D for distinguishing between the .print Cli-
ents that are using the Connection Service — must
be assigned on the server unambiguously for each
client (here: TPG60/120)

Interval connection retries (default: 60 s;
should not be changed!)

Value used for authentication —similar to a pass-
word; if not previously specified on the server, it is
irrelevant at the first logon but cannot be changed
thereafter

Wait time for connection retries if the .print Con-
nection Service cannot be reached (default: 300 s)

More information can be found in the .print Connected Gateway manual (see below).
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Customer service and technical support

Customer Service  www.thinprint.com/support
support@thinprint.com

ThinPrint website  www.thinprint.com/— SUPPORT & SERVICES

Additional sources

Further information about ThinPrint .print can be downloaded from our website.

Manuals  The following SEH manuals are available at www.seh.de/— SUPPORT— MANU-
ALS— THINPRINT GATEWAY TPG60/120— TPG60 or TPG120— CHOOSE:

TPG60 User Manual
TPG60 Quick Installation
TPG120 User Manual
TPG120 Quick Installation

The following manuals (amongst others) are available at
www.thinprint.com/— PRODUCTS— OVERVIEW— <<product name=:

.print Application Server Engine
.print Server Engine

.print Engine for VMware View
.print Connected Gateway
.print Client user manuals

White papers  The following white papers (amongst others) are available at www.thinprint.com/
— SUPPORT— WHITE PAPER DOWNLOAD:

Creating SSL certificates for printing with .print

.print AutoConnect and .print Virtual Channel Gateway
ThinPrint licensing

Windows machine as a .print Client Gateway

SEH 1SD200/300 as a .print Client Gateway


http://www.thinprint.com/
http://www.thinprint.com/
http://www.seh.de/deutsch/index.htm
http://www.thinprint.com/?s=27&lc=61
mailto:support@thinprint.com
http://www.thinprint.com/?s=8&lc=61
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