White Paper

SEH ISD400/410 as a .print Client Gateway

(incl. ISD300 hardware version 3 & higher)
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print Engine

A .print Client Gateway can greatly simplify the intro-
duction of ThinPrint .print because it can receive print
jobs for an entire group of clients and printers, decom-
press and decrypt them, and then distribute them con-
ventionally in a local network. Then the .print Client is
only necessary on the Client Gateway for this remote
LAN. Otherwise, the .print client must be installed on
each end device.

The following example helps you install a .print Cli-
ent Gateway using SEH’s Intelligent Spooling Device
ISD400/410 as a test scenario. Once you get a feel for
the functionality, you can install it according to your
system’s individual requirements.

An I1SD400/410 has an embedded .print Client.

It can address network printers via Standard TCP/IP or
LPR (RAW sockets printing).
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Foreword

Use

Function

.print components
to be installed

.print licenses

The following example helps you install a .print Client Gateway using SEH'’s Intelli-
gent Spooling Device 1ISD400/410 as a test scenario. Once you get a feel for the
functionality, you can install it according to your system's individual requirements.

An ISD400/410 has an embedded .print Client. It has been designed for large net-
works. See also http:/www.seh-technology.com.

General ThinPrint .print

* Bandwidth control and compression of
print data

* Pint data encryption

* Driver Free Printing

* Print data tracking

.print Server component provides band-
width control, print data compression,
streaming, and encryption, then sends
print data to the .print Client component.

e .print Engine

e V-Layer

e .print Client

e .print Management Center (recom-
mended)

* .print Connection Service if necessary

.print Virtual Channel Gateway

if necessary

* .print Server Engine or .print Engine for
VMware View on a central print server

» Without central print servers: .print
Application Server Engine on terminal
servers or .print Desktop Engine on vir-
tual Desktops

* .print Connected Gateway if necessary

e .print Management Center if necessary

.print Client Gateway
with ISD400/410

Not necessary to install .print
Client on every client machine;
it's embedded in the
ISD400/410.

Receipt, decompression, and
decryption of print data as well
as transmission to network print-
ers

e .print Engine onto a cantral
print server, onto terminal
servers or onto virtual desk-
tops

e [.print Client (TCP/IP) is
embedded in the
ISD400/410; AutoConnect,
Connection Service and
encryption support included]

e .print Server Engine or .print
Engine for VMware View on
a central print server

* Without central print servers:
.print Application Server
Engine on terminal servers or
.print Desktop Engine on vir-
tual Desktops

* if necessary: .print Connected
Gateway license for each
ISD400/410



Example configuration

Example configuration

By way of example, we will assume an environment with a central print server
(Hllus. 1). The components necessary for this example are:

[0 1 print server, .print Engine installed

[ 1 Intelligent Spooling Device SEH ISD400 (with integrated .print Client)
I 3 network printers (without integrated .print Client)

SAF, AS/400

Central print server:
or other host machines

.print Server Engine
(incl. V-Layer)
192.168.129.201

Terminal servers
or virtual desktops
\

ISD400:
.print Client
192.168.129.202

OKI C5510
192.168.129.180

HP Color LaserJet 4700
192.168.129.181

Lexmark T630
192.168.129.182

lllus. 1  Example configuration

Notes 1. .print Client works exclusively with the protocol TCP/IP.
2. This example illustrates ISD400 configuration without and with SSL encryption.

Installation
Printer and 1SD400/410

— Attach the ISD400/410 and the network printers to the network (lllus. 1).

Central print server

— Install the .print Engine v8.0 onto a print server under Windows Server 2003,
2008 or 2008 R2. Here, select Print Server as the Server Role (see the “.print
Server Engine ¢ Quick installation” manual, Page 27).
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Network

— Assign all devices IP addresses within the same subnet; in example in lllus. 1:

* for the central print server 192.168.129.201
* for the ISD400/410 192.168.129.202
* for the OKI network printer 192.168.129.180
* for the HP network printer 192.168.129.181
* for the Lexmark network printer 192.168.129.182

Client Gateway 1SD400/410

1. Boot the 1ISD400/410 with its power button (') at the front panel.! If after a
moment, the ISD400/410 screen displays an IP address from your network
(e.g.,192.168.129.100), then proceed with Step 3. If no IP address is dis-
played (0.0.0.0) or one that is not reachable from your computer, then con-

tinue with Step 2.

Tip: If no IP address appears on the ISD400/410 after booting (0.0.0.0),
check the network connections.

2. Manually assign the ISD400/410 its IP address using the navigation keys and
the display on the front. Proceed as follows:

Display

ISDXXXXXX
0.0.0.0

IP Setup
Cancel

IP Configuration
DHCP

IP Configuration

Manual

IP Address:
000.000.000.000

Action

« Press £\

¢ Press b to confirm.
* Select MANUAL with v
¢ Press b to confirm.

¢ Enter the IP address 192.168.129.202. Navi-
gate with G b within the IP address to the
individual numbers and change the values with

* When the cursor is at the last digit, press b to
confirm.

1 With ISD300 (from hardware version 3 & higher), the arrow pointing downwards must be used

instead to turn on.



Configuration

Display

Action

Netmask:
255.255.255.000

Gateway:

000.000.000.000

Apply
Back

* If necessary, change the net mask with the same
cursor functions.
Use » to attain to the last digit.

* When the cursor is at the last digit, press » to
confirm.

* Enter the standard gateway’s IP address.
Use » to attain to the last digit.
* Press b to confirm.

* Press b to confirm.

3. Open the ISD400/410 homepage with a web browser; use the IP address from
the ISD400/410 screen as URL (e.g. 192.168.129.202; lllus. 2).

4. Click ADMIN.

/2 Login - Windows Internet Explorer

=10l x|

@@ ~ |5 hetpejf192.168.129.202login php

=] |#2 | X | Juive Search D=
El I

| Datei  Bearbeiten Ansicht  Favorten  Extras ¢

JLinks >

i:? ke 5 Login | |

J K- B - v b Sete v (pExtras +
Product & Cempany | Legin MR ;I

ISD Control Center SEH

START

192.168.129.202
ﬁ English
B peutscn

SD400 = Start = Login

Login

1SD400 Login

wner MY RN
= 331 st
L ey TR

Login accounts

& Any:View gueues and jobs.

« User: View queues and jobs. Delete, hold arrelease jobs
Access rights depend on settings by Admin

& Admin: Full administrative access to the [SD400

_> Admin User Any
© 2009 SEH Computertechnik GmoH
T [T | | mtemet HI00% -
lllus. 2  ISD400 homepage: click ADMIN

5. Enter Admin as both user name and password (lllus. 3) and click OK to con-
firm. The user interface for an administrator is displayed (lllus. 4).
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r 3
Windows Security g

The server 192,168.129.202 at admin requires a username and password,

‘Warning: This server is requesting that your username and password be
sent in an insecure manner (basic authentication without a secure
connection).

[sened]

H—
=

[7] Remember my credentials

——> ] (o

6. Select Quick SETUP (lllus. 4).

ISD Control Center
H QUICK SETUP QUEUES & JOBS MS WINDOWS CONFIGURATION

— 1SD400 = Start

192.168.129.202 Start

Agdministrator Login

asts AL LN
2 sil
mmmmm——— nEmT

1SD0C4080 - 192.168.129.202

Software 1515 (Jul 07 2009 09:18)

Firmware ~ 2.6.25.4  Hard disk usage |
Queues 0 Memory usage |
Current jobs 0 Connected Windows clients 0

lllus. 4  User interface for administrator: select QuUICK SETUP

lllus. 3  Log on as Admin

e & Tosts | mrssu Company | Logn B =)
MAINTENANCE DHCP & DNS

©.2009 SEH Camputertechnik GmaH

7. If necessary, enter host name, date, and time, and click NEXT to confirm

(IMus. 5).

Click OK to confirm if the message “Host name changed — click Ok to refresh”

then appears.

Step 1

Device
Default name I1SDOC4080

Hostnams  (1sD0C4080
Date |25 052010 dd.mm.yyyy

Time  15:08 hh:mm

_> Next

lllus. 5  Check host name, date, and time and click NEXT to confirm
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8. If DHCP has been enabled, change the IP address, disable DHCP, and click
NEexT to confirm (lllus. 6).

Step 2

Network
IP address 192.168.129.202

Subnet mask 2h6 265 264 0

Gateway 192 168 129 252
DME server

DHCP [

Next

lllus. 6  Change IP address if necessary and disable DHCP

9. Enter a first and last IP address for the printer search (max. 255 IP addresses)
and click NEXT to confirm (lllus. 7).

Step 3

Find printers

Enter a start and end IP address for searching printers.

A maximum of 255 IP addresses can be searched through
Searching takes about 15 seconds

Leaving the form blank skips this step and finishes Quick Setup.

StartIF address 192 168 1291

End IP address 192 168.129.254

Resolve IP addresses [T

Next

lllus. 7  Enter first and last addresses for printer search

10. Click OK to confirm the message with the number of found printers.
A list of found printers is displayed (lllus. 8).

11. Enter for each desired printer a name for its printer queue under QUEUE NAMEZ;
in this example, LexT630. Click INSTALL and afterwards OK (to confirm the fol-
lowing message).

Step 4

Found printers

Interface name w Printer model  IP address Queue name

type
Lexmark T630 version 55.10.87 kemel 2.4.0- o ek ESEIE?(&TESU

< v g i 4.0-

1B5t5 AIN-1 Network 551.019 — Part 192.168.129.182 LexmarkTB30

Printer

number —
HP ETHERNET MULTI-EMNVIRONMENT,ROM  Hewlett HP Color
none JETDIRECT JD128,EEPROM Packard Jet | . o\ apgp  192.168.129.181 HPColorLaser)etd700
.33.14,CIDATE 08/24/2008 Direct
1
Install Search again Finish setup

lllus. 8  Enter printer queue name(s) and click INSTALL to confirm
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12. The queue name then appears without input field (lllus. 9).
Click FINIsSH SETUP and afterwards OK (to confirm the following message).
One of the three network printers (lllus. 1) was not automatically detected here;
it will be created manually below.

Step 4

Found printers
Interface

Interface name P— Printer model IP address Queue name

type

LomETs Lexmark T630
Lexmark T630 version 55.10.87 kernel 2.4.0-test6 Metwork 992CYCC 551.019 — 192 168129182 LexmarkT630
All-M-1 Printer Part Mumber —

LexmarkT630

HP ETHERNET MULTI-ENVIRONMENT, ROM Hewlett
none JETDIRECT JD128 EEPROM Packard Jet HP Color Laser)et 4700 1982.168.129.181 HPColorLaser)etd700
.33.14,CIDATE 08/24/2008 Direct

11

Install Search again Finish setup 4—
lllus. 9  Click FINISH SETUP to confirm the queue(s) for network printer(s)
13. You are returned to the main menu.

To add the third network printer select QUEUES & J0oBsS (Illus. 10) and afterwards
Create Queue (lllus. 11).

Manusls & Tools | Fraduct & Campan y | Login M B
ISD Control Center SEH
- | |
START QUIM QUEUES & JOBS MS WINDOWS CONFIGURATION MAINTENANCE DHCP & DNS
. - SD400 = =
AN -
e -
\j’_‘l_',,— -
192.168.120.202 Start
Administrator Login
-
= : st
— . —
1SD400 - 192.168.129.202
Software 15.1.5 (Jul 07 2009 09:18)
Firmware 26254 Hard disk usage I 1%
Queves 2 Wemory usage | 186
Currentjobs 0 Connected Windows clients 0

Illus. 10 Select QUEUES & JoBS

2 The queue names must begin with a letter; other than letters and numbers, hyphens - and
underscores _ are allowed; max. 32 characters (Windows 9x: 15 characters).
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Manuals & Tocls | Product& Eampany | Login B8 =)
START QUICK SETUP QUEUES & JOBS MS WINDOWS CONFIGURATION MAINTENANCE DHCP & DNS
K ISD400 = Queues & Jobs = Queues )
192.168.129.202 Queues
Queues
Create Queue 3
i Description  HP Color LaserJet 4700 State  idle, acceptingjobs =1 Jobs
SaEichs gowrl‘“e”e‘”oo Location Jabs 0 5] Modify
o Eastony IPaddress  192.168.129.181 ] setings
Repository
Description  Lexmark T630 992CYCC 551.019 — PartNumber—  Stale  idle, acceptingjobs =] Jobs
LexmarkT630
Print Sockets Location Jobs 0 Hoarty
R IPaddress  192.168.129.182 ] setings
7505 SEH Computsnischnik GmeH
[ |

lllus. 11 Add remaining printers with CREATE QUEUE

14. Enter anything as queue name for the third network printerz; in our example:
0kiC5510. Click NExT (lllus. 12).

Create Queue

Enter a queus name.

Letters, digits, underscores and hyphens are allowed. The queue name must not start with hyphens.
Optignally you can enter a string describing the printer and its location.

Do not use more than 32 characters for all entries.

Identifier

Queuename  |QkiCA510 ‘_

Description

Location

et <

Illus. 12 Specify queue name and click NEXT to confirm

15. Select as print protocol either SOCKET/HP JETDIRECT or LPD and click NEXT to
confirm (lllus. 13).

Create Queue

Queue type

SocketHP JetDirect: standard TCP/P socket printing.

LPD: printing using the Line Printer Daemon pratocol.

IPP: printing using the Internet Printing Protocal.

Balance Queue: Define a group of printers with similar capabilities. The next available printer will receive the print job.

Copy Queue: all members of the copy queue will receive the print job.

Search Network Printer: The [SD400 finds network printers via SNMP. Al printers that are known by the 1SD400 will be listed.

Socket/HP JetDiract L“_
hext 4—

lllus. 13 Select print protocol or device type and click NEXT to confirm
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16. Enter the network printer’s IP address and continue with NEXT (lllus. 14).
Click OK to confirm the following message (lllus. 15).

Create Queue

Socket options

Hostname / IP address 192 168.129.180 :
Fot 9100

Next 4—

lllus. 14 Enter IP address

print queus OKIC5510 created
i <—

Illus. 15 Printer queue created for OKI C5510

17. Then select QUEUES & JoBS from the menu (lllus. 16).

Manuak & Tools | Freduct & Cempany | Login M B
START QUICK SETUP QUEUES & JOBS ‘—uﬂmws CONFIGURATION MAINTENANCE DHCP & DNS
ISD400 = Queues & Jobs = Create Queue 5
Z
192188120202 s et oneae
Queues
Create Queue
il Enter a queue name
Letters, digits, underscores and hyphens are allowed. The queus name must not start with hyphens
Job History Optionally you can enter a string describing the printer and its location.
_— Do not use more than 32 characters for all entries.
Print Sockets
Identifier
Next
© 2008 SEH Computanachni Gmer =

lllus. 16 Click QUEUES & JoBS
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18. You receive the menu shown in lllus. 17. From here, you can manage the cre-
ated printer queues. Now the ThinPrint software must be enabled: the .print Cli-
ent. Select THINPRINT from the menu.

Msnusls & Tools | Froduct & Company | Login it
START QUICK SETUP QUEUES & JOBS MS WINDOWS CONFIGURATION MAINTENANCE DHCP & DNS
- SD400 = Queue = Queus )
e - I
—
192.168.129.202 Queues
Queues
Create Queue 5
Description  HP Color LaserJst 4700 State  idle, accepting jobs Jobs
HPColorL: Jetd700
Current Jobs olorLaserde Location Jobs O IModify
Job History IP address  192.168.129.181 B settings
Repository " :
Description  Lexmark TE30 992CYCC 551.019 — PartNumber —  State  idle, accepting jobs B Jobs
5 LexmarkT630 "
Print Sockets Location Jobs O 51 Modify
ThinPrint® 4_ IP address 192168129182 ] Settings
OKIC5510 Description  OkIiC5510 State  idle, accepting jobs 5] Jobs
Location Jobs 0O 51 modify
IP address  192.168.129.180 5] Setlings

lllus. 17 Managing created printer queues

© 2009 SEH Computertechnik GmbH

19. Assign any printer ID for each printer queue (the printer ID is necessary for Thin-
Print to address the printers); in our example:

ID
1
2
3

Printer

HP Color LaserJet 4700
Lexmark T630

OKI C5510

Enter in the DRIVER column the name of the printer driver if the .print Manage-
ment Center is used.

Click SET to confirm (lllus. 18) and afterwards OK to confirm the message
(llus. 19).

ThinPrint®

Parameters

ThinPrint® port 4000

r bitis

ILExmarkTBEU 'I

Assigned ThinPrint® IDs are used by a ThinPrint® server to match this ID with a coresponding printer
This ID can be any numeric value from 1 to 5536,

Default 4000
Bandwidth

Default queus

GQueue ID Class Driver
HPColorLaser)etd700 |1 HP Color Laserat 4]
LexmarkT630 2 Lexmark T630
OKIC5510 |3 \ Oki C5510
Bl connection Service
Save ‘—

lllus. 18 Assign a ThinPrint printer ID for each printer



Configuration

ThinPrint settings assigned.

r ¢ lllus. 19 .print Client is set
up and active

Installing SSL/TLS certificates
Requesting a — If you want to print with encryption, then select MAINTENANCE from the left side
certificate of the main window and then CERTIFICATE (Illus. 20).

Manuals & Tools | Product & Company | Login B =

ISD Control Center SEH

START QUICK SETUP QUEUES & JOBS MS WINDOWS CONFIGURATION MAINTENANCE DHCP & DNS

— 1ISD400 = Maintenance = Status o)
\ s

192 168.129.202

n

Status Status

Certificates 4—

Software Device

Backup Defaultname  ISDOC4080

Restart Hostname 130400
Date  26.10.2010

Illus. 20 ISD400 web page: select CERTIFICATE

— Delete an existing certificate by clicking DELETE if applicable.
Certificates

Create self-signed certificate or certificate request

All fields marked with an = are mandatory.
To use encrypted connections, use ‘hitps:/SD400° when connecting to this device.
Commonname  |Company ABC client certificate *4—
Email address  |abci@company com *4—
Organizationname  |Company ABC "—

Organizational unit

Locality name Berlin *
State name
Countryname  [p *4—
Issued on 1 B (yyyy-mm-dd)
Expires on J - (yyyy-mm-dd)

Self-signed cerificate )

Certificate request @

Create <—

B Load cerificate (PKCS#12 format)

lllus. 21 ISD400 web page: fill in fields

— Fill in the next window (ILLUS. 21) at least the mandatory fields, which are
marked with an asterisk (*). You can also specify here how long the client cer-
tificate is to be valid. Next, click CREATE.
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Cerificate request sucessfully created.

lllus. 22 Certificate request
ready

oK

— You will receive a messages stating that the request is created (lllus. 22). After
clicking OK, the window in lllus. 23 appears with the certificate request. Here,
you can see the private key of the client certificate, with which the certificate
request will be made for the certificate server.

— Copy the key (circled) and paste it into a text file.

Certificates

Certificate request

Please use copy and paste and save the requestin a text file

————— -BEGIN CERTIFICATE REQUEST-----

MIIBsDCCARKCAQAwCDEPMAOGA] UEEAMGOMVybGluMROWEQYDVOOKEWL b2 1wYRS 5
IEFCQzEnMCUGAIUEAxMeQ2 9t cGFue SBBQIMgY2xpZWS0IGN 1 cnRpZml j YXR1IMR 4w
HAYJKoZThvcNAQkBFg9hYmNAY2 9tcGFue35ib20wgZ BwDQY JEoZ IThvcHAQEEBQAD
gY0AMIGJACGBAMMOjawFaGzt £ZrQCno/ ZuB8npYwug3UnGZYnmeJx/ o0usEnTNEM
9cCN4c/nLLgD12rUzX 7N/ TGLqcH+6J1X6BV+EL +vztqyJgSXZrUniMbkaBuMIM) L
SwIEBThTHExTp4RHEy Smb3959C38vKkNDoNVIThErPRLow6 I Jov I SZbaAgMBARGY
ADANBgkghkiGaw0BAQQFARCBGRC3 t4CrSISaNahAX IXqOzNeAYctQb3RXCERLOOZ
n¥JDftcnWii¥19EeZhxHWXLk2 +Q80ggeqIbbWIERNCs /+x95r/AqY2gRKLvTZ0r2
XT73DuHKP30zshudAjG/A] kOR1LReuhgb)sMAuSrnSxBEvqo2bws2J1/ 6TGzschg
VAF51Q=—=

- =EJD CERTIFICATE REQUEST---—-

Commonname  Company ABC client certificate
Organization name Company ABC
Organizational unit
Localityname  Berlin
State name
Country name
E-mail address  abc@company.com

Delete

Install

Signed certificate I Durchsuchen_

Load
5] Load certificate (PKCS#12 format)

lllus. 23 I1SD400 web page: certificate request

— Save the text file (e.g., an .rtf file) on any computer. From there, open the web
page of the certificate server in the browser (Internet Explorer) by entering after
the server IP address or host name, enter “/CERTSRV”, for example,
HTTP://192.168.128.51/CERTSRV.
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Microsoft Active Directory Certificate Services — Company ABC-CA B

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify

your identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate
you request, perfarm other security tasks.

m

You can also use this Web site to download a certificate authonty (CA) certificate, certificate chain, or certificate revocation list (CRL),
aor to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
sl Request a certificate
View the status of a pending cerfificate request *
Download a CA certificate, certificate chain, or CRL

lllus. 24 Website Certificate Services: Request a certificate

— Once the website is open, request the client certificate by selecting REQUEST A
CERTIFICATE (lllus. 24)3.

Microsoft Active Directory Certificate Services — Company ABC-CA

Request a Certificate

Select the certificate type:
Web Browser Certificate
E-Mail Protection Certificate

Or, submit an advanced certificate request. 4—

lllus. 25 Certificates server website: submit an advanced certificate request

— A window opens like the one shown in Illus. 25. Click ADVANCED CERTIFICATE
REQUEST.

>

Microsoft Active Directory Certificate Services — Company ABC-CA

Advanced Certificate Request

m

The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a request to this CA.

Submit a certificate request by using a base 64-encoded CMC or PKCS #10 file, or submit a renewal
_’ request by using a base-64-encoded PKCS #7 file.

lllus. 26 Certificate server web page: submitting a Base64 certificate request

— For the ISD400/410 client certificate, you require a certificate that is coded
with Base64. Therefore, select the lower link, as in lllus. 26. A window opens,
in which you can enter your saved request (lllus. 27).

3 If the specified link is inactive, change the security settings in your browser (enable scripting,
save web page as a trusted site).
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server: issuing the
client certificate
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Microsoft Active Directory Certificate Senices — Company ABC-CA

Submit a Certificate Request or Renewal Request

To submit a saved request ta the CA, paste a base-64-encaded CMC or PKCS #10 certificate request
or PKCS #7 renewal request generated by an external source (such as a Web server) in the Saved
Request box.

ificate request ADANBgkqhkiGow0BAQQFAROBEOCIt4CrSISxNanA
MC or nYJDEtenWELIY19EeShxHWXLk2 +QB0ggeqIbbHIER|
X75DuEKP30zskuda]G/Aj kORILReuAgbQsHAuS TR
vIF51Q=| -

P P —T— '

Additional Attributes:

Attributes:

— I

lllus. 27 Certificate server web page: entering a Base64 certificate request

— Inthe top text field (Illus. 27, circled area), either with copy&paste or by upload
with the link below the text field, enter the contents of your text file (e.g., .rtf
file). Then click SuBmIT.

You will receive the message that the certificate has been requested (lllus. 28).

Microsoft Active Directory Certificate Senices — Company ABC-CA

Certificate Pending

Your certificate request has been received However, you must wait for an administrator to issue the
certificate you requested.

Your RequestIdis 3.
Please return to this web site in a day or two to retrieve your certificate.

Note: You must return with this web browser within 10 days to retrieve your certificate

lllus. 28 Certification server website: certificate successfully requested

You will receive a message confirming that the certificate request was successful
(Illus. 28). You do not have to wait two days; you only have to wait until the certifi-
cation server administrator has issued the certificates (as described in next para-
graph).

As administrator, you can see on the server which clients have requested a certificate.
You have the choice of issuing or denying the requested certificates. To do so, click
START— ADMINISTRATIVE TOOLS— CERTIFICATION AUTHORITY. Under PENDING
REQUESTS, you will find the certificate requests (lllus. 29).
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T certsre - [Certification Authority (Locali\Company ABC-CANPending Requests] =]
[Pty g [z
File Action View Help

e=|x|d=H

Tl Certification Autharity {Lacal) RequestlD  Bimary Request Request Status Code  Request Disposition Message  Request Submis

4 gi Company 8BC-CA

‘ - -----BEGIMN ., p : = e i 1
| Revoked Certificates All Tasks 4 Wiew Attributes/Extensions...

=] Issued Certificates — Export Binary Data...

| Pending Requests £Tres

| Failed Requests

Help oo ‘_

Deny

4| 1 |

Force the policy module to reevaluate this request

lllus. 29 Server certification authority: issuing requested certificates
from the PENDING REQUESTS folder

— Choose the certificate and right click to select ALL TASKS— ISSUE (Illus. 29). You
have now created the client certificate and signed it with the server’s root cer-
tificate. The client certificate disappears from the PENDING REQUESTS folder and
is now found under ISSUED CERTIFICATES (lllus. 30).

L) certsrv - [Certification Authority (Local\Compary ABC-CANssued Certificates] EI@
File Action View Help

e |xlc=H

f,j Certification Suthority (Local) RequestID
4 gl Company ABC-CA
| Rewvoked Certificates
> | Issued Certificates
"~ Pending Requests
" Failed Requests

Requester Mame Binary Certificate Certificate Template Serial Mumber
[54E NT AUTHORITY ... ----- BEGIMN CERTL.. fi13a341500000..

4 1

Illus. 30 Server certification authority: issued certificate in ISSUED CERTIFICATES folder

Importing and  From the client machine, you can now get the certificate issued by the root certifica-
installing  tion authority from the certification server’s website:
a client certificate

for the — Open the same browser with which you submitted the certificate request
1SD400/410 (lllus. 24) and enter the server website again (example:
HTTP://192.168.128.51/CERTSRV).

Microsoft Active Directory Certificate Services — Company ABC-CA o

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using
a certificate, you can verify your identity to peaple you communicate with aver the Web, sign and encrypt
messages, and, depending upon the type of certificate you request, perform ather security tasks.

You can also use this Web site to download a certificate autharity (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending request.

Faor mare information about Active Directary Certificate Services, see Active Directory Certificate
Services Documentation.

Select a task:
Request a certificate

_> View the status of a pending certificate request

Download a CA cerificate, cerificate chain, or CRL

lllus. 31 Certification server website: selecting an issued certificate
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— This time, select: VIEW THE STATUS OF A PENDING CERTIFICATE REQUEST on the

website (lllus. 31).

Microsoft Active Directory Certificate Services — Company ABC-CA

View the Status of a Pending Certificate Request

m

Select the certificate request you want to view:
} Saved-Request Ceriificate (01 November 2010 12:2022)

lllus. 32 Certification server website: selecting an issued certificate

— You will be given a list of certificates that have been issued by the server

(MMus. 32). Select your certificate.

Microsoft Active Directory Certificate Senices - Company ABC-CA  Home Jigw

Certificate Issued

m

8! Base 64 encoded
Download certificate
==d Download certificate chain

The certificate you requested was issued to you.
© DER encoded (( ) |

lllus. 33 Certification server website: install issued certificate

— You will receive a message confirming that the certificate was issued. Select the

Base64 option as shown in lllus. 33and then click DOWNLOAD CERTIFICATE.

— You may receive a security warning asking if you really want to download the

file. Check the information and click SAVE to download the client certificate.
Select a path where the certificate is to be saved in .cer format; e.g., on the
desktop (lllus. 34).

i ™
Save As ﬁ
@Qvl . T » cerificates = |&,H ToTEraT e ol

File name: certnew.cer -
Save as type: [Sacurity Certificate ']
* Browse Folders [ Save J [ Cancel ]

lllus. 34 Downloading the certificate (.cer file): save file locally

— Open the ISD400/410 web page again and select the .cer certificate that you

just saved (lllus. 19) at the bottom by certificate file (lllus. 20).
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Certificates

Certificate request
Please use copy and paste and save the request in a text file

MITBsDCCARKCAQRWCDEPMAOGAI UEBRMGOMVYbE 1 uMRQWEGYDVRQKEWEDb2 1w Y55
IEFCQzENMCUGALUEAxMeQ29tcGFueSBEQKMIY 2XpZRS0I1EN1CnRpZML ] YXRIMR AW
EAYJKoZThvcHAQkBFg9hYmNAY29tcEFueS5ib20wgZEwDE¥ JKoZ ThvcNAGEEBQRD
YOAMIGIACGEAL2dw4 BuDKLSyxZw6 £ 3Hm2NH/ vxLQS 3czx FLEDopUHAUSUM+H/nH
0Bj2sPTCxxdcCEZmi+prul 2R2YMF £07 FOhCOGBGK1 2¥CvZBmSzeC1 k1 2V3chwShH
1/2bl+129TJW¥Cqerd ThLI FarErTyelNe PXQLONGt AFT4T0b+3n90A1 AQMERAGY
IDANBgkqhkiGowIBAQQFAROBGRBAN6WZ LTQNETatofE ETFnX/n5epdl fAdTYasd
Biut 7Q0yCcERaK0LtOPI 3uF IHOEQUMCOhGDLtEQZWT £zvpbnndFOcT 3g107THNROJEY
LERT1/3run¥wWRMF/ PHx1LdnJErnM1 bbLEMTKRGY Sptakxi] dmAh FRRr e TS YbIVO
4PTxEw==

~END CERTIFICATE REQUEST-—

Commonname Company ABC client certificate
Organization name Company ABC
Organizational unit
Locality name Berlin
State name
Country name
E-mail address  abc@company.com

Delete

Install
Signed certificate Browse...

Load
5] Load certificate (PKCS#12 format)

lllus. 35 1SD400 web page: importing the certificate

— Once you have entered the path to the certificate as in Illus. 35, click LOAD. You
will receive a message confirming that the client certificate has been success-
fully installed (Illus. 36).

Certificates

Installed certificate

Issued to
Common name  Company ABC client certificate
Organization name Company ABC
Organizational unit
Localityname  Berlin
State name
Country name
E-mail address  abc@company.com
Validity
Issued on 2010-10-26
Expires on 2011-10-26
Issued by

Common name Company ABC-CA
Organization name
Organizational unit
Locality name
State name
Country name
E-mail address

Delete

B Load cerificate (PKCS#12 format)

lllus. 36 ISD400 web page: certificate successfully installed

— To complete configuration, simply close the web browser.
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Terminal server

Creating printers
— Create printer objects on the terminal server for all printers connected to the
ISD400/410. Install the relevant printer drivers. Associate these printer objects
with a ThinPrint Port.
— Next, rename the printer objects in the following format:

printer name#IP address ISD:printer ID

In our example, this creates the three printers connected to the ISD400/410
(Illus. 37):

e HP Color LaserJet 4700#192.168.129.202:1
e Lexmark To630#192.168.129.202:2
¢ OKI C5510#192.168.129.202:3

[E=E ETR
CJQ |f'13 <« Hard... » Devicesa.. ¥ - |G, ‘ | Search Devices and Printers 2|
File Edit View Tools Help
Add a device Add a printer EE @

Name Classification Device category Manufac
> Devices (3)

4 Printers and Faxes (3)

[l HP Color LaserJet 4700#192.168.130.211:1 Printers and Faxes  Printers and Faxes

[+ Lexmark T6302192.168.130.211:2 Printers and Faxes  Printers and Faxes
= OKI C55104192.168.130.211:3 Printers and Faxes  Printers and Faxes
] 1 3
(/ 6 items
- .
=] g,f

lllus. 37 Printers folder on the terminal server

The IP address is the .print Client Gateway’s (ISD400/410). The printer ID (at the
end) is specified in the ISD400/410 (lllus. 18). The printer name (left of the #) is
unimportant for addressing print data; it only serves to distinguish the printers.

— Start ThinPrint Port configuration in the START menu. Click ALL PRO-
GRAMS— .PRINT ENGINE— KONFIGURATION (lllus. 38).
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“ Default Programs
@ Internet Explorer (64-bit)
& Internet Explorer

@ Windowes Media Player
Ej Windows Update

K

.print Engine

5 5 Jocuments
| Konfiguration 4— Ducuisn

. Bcessaries

Computer

. Administrative Tools

/| Maintenance
| Startup

Metarark

Control Panel

D and Printers

Admini

Help an

Run...

4 Back

Search programs and files Fe ‘

Illus. 38 Starting configura-
tion of ThinPrint
Ports

04
EIEIL

— Check in ThinPrint Port configuration to ensure that all printer objects are asso-
ciated with a ThinPrint Port and that the correct protocol and desired band-
width are set (lllus. 39).

Done! The printer objects in Illus. 37 can now be accessed by all terminal server
users. (These permissions can of course be modified over the printer object’s permis-

sions).
ot Sees
File Action View Help
@« (H|8(c=H|
&% ThinPrint Port Manager Actions
“ g?;‘:i’;?:::ziz) Port Mame Bandwidth Protocol Printer Port Mana... &
"
E V-Layer =1 ThinPort: unlimited TCR/IP HP Color Laser)et 4700#192,168130.211:1 More .. »
{=e pPort Manager = ThinPortl: unlimited TCP/P Lexrmark T630#192.168.130.211:2
b
b ﬁ Licenses =1 ThinPort2: unlimited TCR/IP OKI C5510£192.168130.211:3
lllus. 39 ThinPrint port configuration on the terminal server
SSL/TLS encryption

1. To print both with and without encryption, add a new ThinPrint port by clicking
the relevant icon (Illus. 39).
2. Enter a suitable port name (Illus. 40).

New Port

Fart name

5514 44—
—m Cancel

lllus. 40 MMC: adding a new ThinPrint port
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3. Double click the new entry in the ThinPrint Port management. The menu in
Illus. 41 appears.

Properties of SSL: on 192.168.128.129 -7 |z
Configure | Advanced | Job Statistics
Bandwidth contral

Port name: [CEnable
5L 256000

Use encryplion

LPD configuration
@) TCRIP {sockets) TCP port: 4000
() Wirtual Channel Protocol (ICA or RDP)
() Use Yirkual Channel Gateway

)LD

Mo data compression

[ Minimum prink data volume

[ QK ][ Cancel ][ Apply

lllus. 41 MMC: enabling SSL encryption

4. Select USE ENCRYPTION and click OK to confirm.

5. Open the printers folder and in the properties of the OKI printer, select the new
“SSL:" ThinPrint port as port.

6. Return to MMC and refresh the view with the F5 key (Illus. 42). The OKI printer
is now connected to the ThinPrint port that sends SSL-encrypted print data.

| .print Engine E@

File Action View Help

e |2|0/d=HIES

5 T N
i .print Engine (PS12
“ {E’é"" ngine ( ) Port Name Bandwidth Protocol Printer Port Mana... =
» = AutoConnect
E V-Layer [=1 ThinPort: unlimited TCP/IP HP Color Laser)et 4700%192,168.130.211:1 More.. P
Lz Port Manager (= ThinPortl: unlimited TCR/IP Lexmark T6304192168130.211:2
- a7 Licenses (=1 ThinPort2: unlimited TCP/IP
= 55L: unlimited TCR/IP OKI C5510#192.168.130.211:3

lllus. 42 MMC: new ThinPrint port with “reconnected” printer

Installing SSL/TLS certificates
1. Import two SSL certificates to the Windows certificate store:
* A server certificate
* A root certificate
Proceed as described in the chapter on “SSL encryption” in the “.print Applica-
tion Server Engine” user manual (Page 27).

2. To determine which of the installed certificates is used by .print Engine, open
MMC again (lllus. 42) and select ALL TASKS— ENCRYPTION SETTINGS from the
.print Engine context menu (lllus. 43).

3. Enter the names of the server and root certificates (lllus. 44) and click OK to
confirm.
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_} .print Engine EI@
File Action View Help
e%|2|d/c= H &S
.print Engine (PS12;
4 @ﬁm ngine ( ) Port Mame Bandwidth Protocol Printer Port Mana... &
> s AutoConnect
E V-Layer (= ThinPort: unlimited TCP/P HP Color Laserlet 4700£192.168.130.211:1 More... »
&'E =2 ThioPortl: unlimited TCR/IP Lexrnark T630£192.168.130.211:2
A=)
s 2 Lid bleaiBort * lPortz  unlimited  TCP/IP
Al Tasks 5 Mew Port v OKI C5510#192.168.130.211:3
View N Import/Export 4
Encryption Settings... 4——
Refresh Refresh
Export List... Restart Spooler
Help

lllus. 43 MMC: select encryption settings

Encryption Settings @

Encryption certificates
Server certificate [personal):

Company ABC 4——

Root certificate:

Company ABC-Ca 4——

—— ok ) [ lllus. 44 MMC: enter the names of the certifi-
cates

Test print

Now test your .print Client Gateway installation. Print from a terminal session to each
printer (or directly from the server).

How does print data find its way to the correct printer?

All print data is sent to the ISD400/410- the .print Client Gateway. After decom-
pressing and decrypting it, the ISD400/410 forwards print data to the printer. Which
printer receives what print job is decided by the printer ID (lllus. 18 and 37):

Printer Printer ID in the 1ISD400/410
HP Color LaserJet 4700 1
Lexmark T630 2

OKI C5510 3




\ Additional configuration options

.print AutoConnect

The section on “Creating printers” (Page 21) describes how you can manually create
printers that print with ThinPrint .print to the ISD400/410. The process of creating
printers on a server can be automated with a component of the .print Engine — this
component is called .print AutoConnect.

In the ThinPrint configuration of the ISD400/410, you only need to specify the
printer IDs and, to further simplify things, possibly assign a class name for each
printer (lllus. 45).

ThinPrint®
Parameters
ThinPrint® port 14000 Default 4000
Bandwidth [~ bitis

Default queue ILexmarkTGSU -I
Assigned ThinPrint® IDs are used by a ThinPrint® server to match this |0 with a coresponding printer.
This ID can be any numeric value from 1 to 65536.

Queue ID Class Driver
HPColorLaserJet4700 1 HF Caolor LaserJet 47
LexmarkT630 |2 Lexmark T630
OKIC5510 |3 Oki C5510

Z Connection Service

Save
lllus. 45 Assign printer IDs and class names

More information can be found in the white paper, “.print AutoConnect and .print Vir-
tual Channel Gateway” as well as in the .print Engine user manuals (Page 27).

.print Connected Gateway

Unlike the usual direction of communication, the Connected Gateway also allows
connections from a remote location to the central server and therefore enables the
ISD400/410 to be addressed via TCP/IP, even in masked networks#. The .print Con-
nected Gateway also stabilizes the transmission of print data, even during connection
breaks of up to 90 seconds®. It is a separate product; on the server, it includes the
.print Connection Service. On the client side, a .print Client version 6.2 or later is
assumed, such as is integrated in the ISD400/410.

In the ThinPrint configuration of the ISD400/410, you must select CONNECTION
SERVICE from the menu (Illus. 46).

4 = Networks with Network Address Translation (NAT), which is mainly supported by routers
5 To bridge longer connection breaks, it is recommended to use the additional product, .print
Queue Manager.
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ThinPrint®

Parameters

ThinFrint® port 4000

Default 4000

Bandwidth — bit's

Default queue LexmarkT630 hd

Assigned ThinPrint® IDs are used by a ThinPrint® server to match this ID with a corresponding printer.
This ID can be any numericvalue from 1 to 65536

=l Connection Service

Queus ID Class Driver
HPColorLaserJetd700 |1 HP Calor Laseret 4]

LexmarkT630 |2 Lexmark T630

OKIC5510 |3 Oki C5510

lllus. 46 ThinPrint printer IDs assigned for each printer queue

[llus. 47 shows the client-side configuration of the Connection Service. The service
must be enabled here (arrow). Furthermore, the following input is required:

Connection Server

Port
Client ID
Keep alive

Authentication key

Connection retry

IP address of the servers on which the .print Con-
nection Service is running

TCP port for communication with the .print Con-
nection Service (default: 4001)

Client ID for distinguishing between the .print Cli-
ents that are using the Connection Service — must
be assigned on the server unambiguously for each
client

Interval connection retries (default: 60 s;
should not be changed!)

Value used for authentication —similar to a pass-
word; if not previously specified on the server, it is
irrelevant at the first logon but cannot be changed
thereafter

Wait time for connection retries if the .print Con-
nection Service cannot be reached (default: 300 s)
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ThinPrint®

Connection Service
Connection Service v

Connection Server 192 168.4 64 Port 4001
ClientID 4711 Authentication key |15

Keepalive |g0 s Conneclionretry 300 s

B Back

Save

Illus. 47 Configuring Connection Service

More information can be found in the .print Connected Gateway user manual (see
below).

Additional sources

Further information about ThinPrint .print can be downloaded from our website.

Manuals  The following SEH manuals are available at www.seh.de/—~ PRUDUCTS— PRINT
SPOOL APPLIANCES— LARGE NETWORKS:

ISD400/410 User Manual
ISD400/410 Quick Installation Guide

The following manuals (amongst others) are available at
www.thinprint.com/— PRODUCTS— OVERVIEW— <product name>:

.print Application Server Engine

.print Application Server Engine ¢ Quick installation
.print Server Engine

.print Server Engine * Quick installation

.print Engine for VMware View

.print Management Center

.print Desktop Engine

.print Desktop Engine * Quick installation

.print Connected Gateway

.print Client user manuals


http://www.thinprint.com/
http://www.seh.de/products/print-spool-appliances/large-networks.html

Appendix

White papers  The following white papers (amongst others) are available at www.thinprint.com/
— SUPPORT— WHITE PAPERS:

Creating SSL certificates for printing with ThinPrint .print
Licensing

Windows machine as a .print Client Gateway

SEH TPG60/120 as a .print Client Gateway

SEH ISD200/300 as a .print Client Gateway

Intermate IAPS ThinPrint as a .print Client Gateway


http://www.thinprint.com/Support/WhitePaper.aspx
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